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Box 1. An enterprise risk management framework  

In 2004, COSO defined Enterprise Risk Management (ERM) as “a process, effected by an entity’s 

board of directors, management and other personnel, applied in strategy setting and across the 

enterprise, designed to identify potential events that may affect the entity, and manage risk to be within 

its risk appetite, to provide reasonable assurance regarding the achievement of entity objectives”. 

ERM can be visualised in three dimensions: objectives; the totality of the enterprise and; the 

framework. Objectives are defined as strategic, operations such as effective and efficient resource use, 

reporting including its reliability, and compliance with applicable laws and regulations. These will apply 

at the enterprise level, division, business unit and subsidiary level.  

The ERM framework comprises eight components: 

1. Internal environment: it encompasses the tone of an organisation, and sets the basis for how 
risk is viewed and addressed by an entity’s people 

2. Objective setting: objectives must exist before management can identify potential events 
affecting their achievement  

3. Event identification: internal and external events affecting achievement of an entity’s 
objectives must be identified, distinguishing between risks and opportunities 

4. Risk assessment: risks are analysed, considering likelihood and impact, as a basis for 
determining how they should be managed 

5. Risk response: management selects risk responses developing a set of actions to align risks 
with the entity’s risk tolerances and its risk appetite 

6. Control activities: policies and procedures are established and implemented to help ensure 
the risk responses are effectively carried out 

7. Information and communication: relevant information is identified, captured, and 
communicated throughout the organisation in a form and timeframe that enable people to 
carry out their responsibilities 

8. Monitoring: the entirety of enterprise risk management is monitored and modifications made 
as necessary 

Source: Committee of Sponsoring Organisations of the Treadway Commission. 



 

 

 



Box 2. How a “safe” strategy incurred write downs USD 18.7bn: the case of UBS

By formal standards, the UBS strategy approved by the board appeared prudent, but by the end of 

2007, the bank needed to recognise losses of USD 18.7 bn and to raise new capital. What went 

wrong? 

UBS’s growth strategy was based in large measure on a substantial expansion of the fixed income 

business (including asset backed securities) and by the establishment of an alternative investment 

business. The executive board approved the strategy in March 2006 but stressed that “the increase in 

highly structured illiquid commitments that could result from this growth plan would need to be carefully 

analysed and tightly controlled and an appropriate balance between incremental revenue and 

VAR/Stress Loss increase would need to be achieved to avoid undue dilution of return on risk 

performance”. The plan was approved by the Group board. The strategic focus for 2006-2010 was for 

“significant revenue increases but the Group’s risk profile was not predicted to change substantially 

with a moderate growth in overall risk weighted assets”. There was no specific decision by the board 

either to develop business in or to increase exposure to subprime markets. "However, as UBS (2008) 

notes, “there was amongst other things, a focus on the growth of certain businesses that did, as part of 

their activities, invest in or increase UBS’s exposure to the US subprime sector by virtue of investments 

in securities referencing the sector”. 

Having approved the strategy, the bank did not establish balance sheet size as a limiting metric. 

Top down setting of hard limits and risk weighted asset targets on each business line did not take place 

until Q3 and Q4 2007. 

The strategy of the investment bank was to develop the fixed income business. One strategy was 

to acquire mortgage based assets (mainly US subprime) and then to package them for resale (holding 

them in the meantime i.e. warehousing). Each transaction was frequently in excess of USD 1 bn, 

normally requiring specific approval. In fact approval was only ex post. As much as 60 per cent of the 

CDO were in fact retained on UBS’s own books. 

In undertaking the transactions, the traders benefited from the banks’ allocation of funds that did 

not take risk into account. There was thus an internal carry trade but only involving returns of 20 basis 

points. In combination with the bonus system, traders were thus encouraged to take large positions. 

Yet until Q3 2007 there were no aggregate notional limits on the sum of the CDO warehouse pipeline 

and retained CDO positions, even though warehouse collateral had been identified as a problem in Q4 

2005 and again in Q3 2006. 

The strategy evolved so that the CDOs were structured into tranches with UBS retaining the 

Senior Super tranches. These were regarded as safe and therefore marked at nominal price. A small 

default of 4 per cent was assumed and this was hedged, often with monoline insurers. There was 

neither monitoring of counter party risk nor analysis of risks in the subprime market, the credit rating 

being accepted at face value. Worse, as the retained tranches were regarded as safe and fully hedged, 

they were netted to zero in the value at risk (VAR) calculations used by UBS for risk management. 

Worries about the subprime market did not penetrate higher levels of management. Moreover, with 

other business lines also involved in exposure to subprime it was important for the senior management 

and the board to know the total exposure of UBS. This was not done until Q3 2007.  

Source: Shareholder Report on UBS's Write-Downs, 2008.



 









Name and company Estimated payment Losses from options, shares etc 

Mudd, Fannie Mae USD 9.3 million (withdrawn) n.a. 

Syron, Freddie Mac USD 14.1 million (withdrawn) n.a. 

Prince, Citibank USD 100 million 
50 % drop on share holdings of 31 
million shares 

O’Neal, Merrill Lynch USD 161 million Loss on shares 

Cayne, Bear Stearns  
USD 425 million (sales in March 
2008 at USD 10 per share) 



Box 3. Proposed Principles of Conduct for Compensation Policies 

I. Compensation incentives should be based on performance and should be aligned with 

shareholder interests and long term, firm-wide profitability, taking into account overall risk and the cost 

of capital. 

II. Compensation incentives should not induce risk-taking in excess of the firms risk appetite. 

III. Payout of compensation incentives should be based on risk-adjusted and cost of capital-

adjusted profit and phased, where possible, to coincide with the risk time horizon of such profit. 

IV. Incentive compensation should have a component reflecting the impact of business unit’s 

returns on the overall value of related business groups and the organisation as a whole. 

V. Incentive compensation should have a component reflecting the firm’s overall results and 

achievement of risk management and other goals. 

VI. Severance pay should take into account realised performance for shareholders over time. 

VII. The approach, principles and objectives of compensation incentives should be transparent to 

stakeholders.         

Source: Institute of International Finance (2008b), Final Report of the IIF Committee on Market Best Practices: Principles of 

Conduct and Best Practice Recommendations, Washington, D.C.







 

Box 4. Risk management issues in non-financial companies 

In recent years there have been numerous examples in major non-financial companies that have 

highlighted weaknesses and failures in risk management. 

BP was hit by a refinery explosion in Texas. A commissioned report (the Baker Report) suggests 

that the risk was well known at lower levels in the company but that it was not adequately 

communicated to higher levels. This is similar to what happened at Société Générale and at UBS.  The 

refinery had been acquired as part of a M&A and it appears that risk management systems and culture 

had not been fully implemented at the new subsidiary, very similar to HSBC and UBS, the latter also 

with a new subsidiary. BP also has complex risk models including a model for corrosion used in 

forecasting expenditures. After major oil spills in Alaska that resulted in suspended output, it was 

discovered that the model significantly under-estimated corrosion, raising question about testing risk 

models. 

Airbus has invested massively in a major investment in developing the large Airbus 380 aircraft. 

Such projects include substantial exchange rate risk as well as significant payments to customers in 

the case of late delivery. Despite the substantial risks the company was taking, and which had been 

approved by the board, information about significant production delays came as a major surprise to the 

board of both Airbus and its controlling company EADS. Similar surprises were in store for boards at 

Citibank and UBS.  

Siemens represents a case of compliance risk with respect to breaking German and other laws 

covering bribery of foreign officials. The supervisory board of the company appeared not to have 

clearly specified their expectations and to have overseen their implementation. The fact that the 

chairman of the board had been the CEO might not have been helpful in getting to grips with practices 

that had been ongoing for a number of years. Boeing also faced problems in breaching public tender 

rules, a serious risk for a major defence contractor.  A number of banks have faced similar compliance 

problems in areas such as money laundering and in complying with local regulations (e.g. Citibank 

private bank in Japan actually lost its license).    

Source: OECD.













 











http://www.kpmg.co.uk/news/detail.cfm?pr=3120



